Nonlinear disordered photonics for cryptography and optical isolation
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The non-linear response of a disordered photonic system to a given stimulus allows to add functionalities to optical devices.

In this talk I will show how two different types of nonlinearities, namely the so called structural nonlinearity and the well know thermo optics and Kerr nonlinearities allows to realize highly secure nonlinear cryptographic primitives in the fist case, and optical limiters and isolators and the second case.

Structural nonlinearity is an optical phenomenon that occurs when the dielectric function of a scattering material is changed. The relationship between the dielectric configuration and the scattered field is not more linear even for a linear optical material. By using reconfigurable disordered photonic system made of Polymer Dispersed and Stabilized Liquid Crystals we have realized a nonlinear Physical Unclonable Functions. The entropy of the generated keys increase with respect to the linear case in which the dielectric function is static.
In a second example we exploit thermo optic and Kerr nonlinearity to realize an optical limiter based on the Parity-Time symmetry breaking of the reflectionless modes. By adding a slight structural disorder to the otherwise ordered photonic system, it is possible to turn the limiting behavior to optical isolation, thus obtaining asymmetric light transmission up to the case of unidirectional light propagation.
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